Phoenix

Protecting your identity
What you need to know about financial crime and ide  ntity fraud

This leaflet provides advice on protecting yourself against identity theft and fraud and what to do if
you become a victim of this crime.

How often have you read stories about criminals who have used someone else’s identity, without
their knowledge, to illegally obtain credit, goods or other services? Identity theft is one of the fastest
growing crimes and can be carried out without even breaking into your home. Technological
advances such as the internet, now make it common practice to do business without any face-to-
face contact. This in turn makes it easier for criminals to commit identity theft and fraud.

Identity theft, fraud and money laundering

Your identity and personal information are valuable and are key to almost all commercial activity.
Criminals have ways of finding out personal details which they can use for illegal activity such as
opening bank accounts or obtaining credit cards, loans, state benefits and documents such as
passports and driving licences in another name. They may even attempt to take over an individual's
existing account and make withdrawals. If your identity is stolen, you may have difficulty applying
for loans, credit cards or a mortgage until the matter is sorted out.

Criminals also try to use legitimate accounts and financial products to hide the proceeds of illegal
activity, which they can access at a later date. This activity is called ‘money laundering’. Our staff
are constantly on guard to identify any suspicious activity in this respect.

Data protection

As a policyholder, your personal information is important to us, and we are required under the Data
Protection Act to use and store it properly and securely. We treat all information as confidential.

If the information we have about you is correct and up-to-date, we can give you a better service and
help prevent fraud and financial crime. Please help us to keep your details up-to-date, by informing
us of any changes, for example when you move house.

Identity checks

To protect you and your identity, we have an identification process in place to ensure we are
dealing with you, and not an impersonator. Therefore, on occasion, we will ask you for evidence of
identification, or extra security questions, just to make sure you are who you say you are, even
though you may have held a policy with us for many years.

If we ask you for evidence to confirm who you are and where you live, please remember we do this
to protect you, and are not meaning to be awkward. If you have a policy in joint names, we may
ask for identification of both parties.
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Protect your identity — steps you can take

It's not all bad news. There are a few steps you can take to prevent your details from being
misused by criminals:

. Keep documents such as your driving licence, passport, birth or marriage certificate in a
safe place, preferably in a lockable drawer or cabinet.

. Regularly request a copy of your personal credit file from a credit reference agency to see if
it includes any credit applications you do not recognise.

. Tell us when you change address. You can register with the Royal Mail redirection service
to help prevent identity fraud when you move.

. Be careful in shared buildings, if others have access to your post. Contact Royal Mail if you
think your post is being stolen, or redirected elsewhere without your approval.

. If your job requires your personal details to be publicly held through Companies House, for
example if you are a Director or Secretary, let us know. We can then put measures in place
to counteract attempts by criminals using this publicly available data.

. Avoid throwing documents away which include your name, address or other personal
information. Bills, receipts, statements or even unwanted post in your name can be misused
in the wrong hands. Where possible documents should be shredded, to minimise the risk of
criminals obtaining information.

. Report the loss of any important documentation immediately - for example your passport or
driving licence. Inform the organisation that issued it, and if stolen contact the police.

. Check your bills and statements as soon as they arrive. If any unfamiliar transactions are
listed, contact the company concerned immediately.

How to spot identity theft

There are a number of indicators that may suggest your identity has been stolen or misused. Keep
an eye out for the following:

. Your bills and statements do not arrive as expected, or you stop receiving any post at all.

. An important document has been lost or stolen. For example your passport or driving
licence.

. Transactions you do not recognise start appearing on your statements.

. Bills, invoices or receipts addressed to you start arriving, for goods or services

you have not requested.
. You receive statements in your name, relating to accounts that you have not opened.

. A loan or credit application is unexpectedly rejected despite having a good credit history; or
you apply for welfare benefits and are told you are already claiming when you are not.

. You are contacted by solicitors or debt collectors for debts that are not yours.

. You are contacted by CIFAS (an industry body that deals in fraud prevention) warning that
you may be a victim of identity theft.



What you should do if you think you are a victim of identity theft
. Act quickly. This will ensure you are not liable for any financial losses caused by criminals
using your identity.
. Identify which documents or bank cards may be in the wrong hands.
. Check that you are in receipt of all expected post. Contact the Royal Mail if you have any
suspicions.
. If you believe documents containing details of your identity has been stolen, contact

your local police station to report the theft. Request a crime number.

. Contact the organisation who originally issued the missing document to alert them to the
situation.
. Contact other companies that you have financial products with, to alert them to the situation.

Use the contact details shown below under Pearl Group Limited , to inform us of the
situation. Do NOT INCLUDE POLICY OR PRODUCT INFORMATION at this time, just your
contact details, name, address and telephone number and our Financial Crime Team will

contact you to progress the report with you.

. Consider contacting CIFAS to apply for protective registration. Once you have registered
CIFAS members will carry out checks whenever anyone, including you, applies for any

financial service using your address.

. If you suspect your identity is being misused you can request a copy of your credit file from
a credit reference agency. This will check for any suspicious entries. You can get advice
about removing or amending information that you believe to be incorrect.

Useful contacts

Financial Services Authority

25 The North Colonnade,
Canary Wharf, London, E14 5HS
Tel: 0845 606 1234
www.fsa.gov.uk/consumer

Royal Mail Customer Enquiry
Customer services, Freepost, RM1 1AA
Tel: 08457 740740 www.royalmail.com

DVLA (Driver & Vehicle Licensing Authority)
Drivers Customer Services (DCS),
DVLA, Swansea, SA6 7JL

Pearl Group Limited (Financial Crime Team)
Floor 2/1/N

287 St Vincent Street, Glasgow G2 5NB
Email idtheftreport@pgl.net

Home Office

2 Marsham Street, London, SW1P 4DF
Tel: 020 7035 4747
www.homeoffice.gov.uk
www.identitytheft.org.uk

IPS (Identity & Passport Service)
Tel: 0870 521 0410 www.passport.gov.uk

CIFAS Protective Registration Service
Capital House, e-state,

Bankhead Crossway South,
Edinburgh, EH11 4EP

Tel: 0330 1000 180 www.cifas.org.uk




